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Context 

• A model of the software implemented in a embedded computer was 
created based on the scenarios 

• The source code of the embedded system was also inspected  

• The prototype was confirmed with the creators of the system 

• For Lab STICC: How can formal models ease the cybersecurity analysis of 
connected vehicles? 

 

 

3 



Formal Verification & Model Checking 

• Formal verification is the act of proving or disproving the correctness 
of a system with respect to a certain formal specification regarding 
system properties. 

 

• Model Checking: 
• automatic verification technique  
• input:  

• a model of a system  
• a logical formula which describes the desired properties 

•  model checking algorithm (output): checks if the model satisfies the formula 
if the property is not satisfied, a counterexample is produced 
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Formal Verification & Model Checking 

• Natural language to formal specification (model and properties in 
formal logic) 
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Related works 

• Some work has been done on model-checking of cybersecurity 
• Finding vulnerabilities [1] 

• Checking network protocols ( access to the system)[2] 

• Not focusing on properties[1] [2] [3] 

 

• Our work 
• Assumes that the attacker already has access 

• Studies the risks on the system(Risk Analysis) 

• Focuses on defining properties 
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Tool Used - UPPAAL 

• Uppaal is an integrated tool environment for modeling, validation and 
verification of real-time systems 
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UPPAAL Editor 

• To create the templates 
of the different 
components and define 
the system, functions, 
and variables 
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UPPAAL Simulator 

• To simulate a specific or 
random scenario while 
observing the variables, 
the components, and the 
sequence diagram  
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UPPAAL Verifier 

• To verify the system properties or specifications written in the form of 
queries 
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System Architecture 

• Car 

• BO 

• RFID 

• Attacker 
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Car – Embedded 
System 

BackOffice 

RFID 
Badge 

Attacker 

Attack 
goals 

Lock/unlock 
car 

Confirmations/Info Commands:  
Booking + car 
lock 



System Abstract Model 

• Behavior: 

• The system is idle at first 

• The booking is added 

• The booking is started 

• The car in locked 

 (intermediate stop) 

• The session is continued 

• The session is ended 

• Car locked 
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Back Office Model 
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RFID Model 
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Risk Analysis 

• Risk analysis is the process of identifying and analyzing potential 
issues that could negatively impact key business initiatives or 
projects.  

• Identify states and behaviors of the system that can be targets for the 
attacker   

• Example: 
• States carLocked and carUnlocked 

• Some of the targets are present in: 
• The car door lock 

• The booking state 
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Translate goals into properties 

• The attacks or the goals of the attackers are translated into UPPAAL 
properties. 

• There are two ways to define properties : 
• From the system’s point of view  - to verify that the system functions well  

• From the attacker’s point of view – to verify that the attack was successful 

• We used the system point of view 
• Make sure the system is resilient to the attacks 

16 



Translate goals into properties 

• The properties are checked in the UPPAAL simulator 

• If the verification is successful  The attack failed  

• If the verification fails The system is faulty or the attack was 
successful 

• A counter example is given 
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How to capture the attacker 

• An automaton is added to the model to represent an attacker  

• The attacker can use all capabilities at anytime. 

• It can interfere in a scenario and cause it to block or to act in an 
unexpected way.  
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Results 
• In some cases, the attacker is able to keep the vehicle open or 

closed and blocks the system 
• Service Availability  

• Once the car is unlocked, at some point in the future, the system goes 
back to idle and the car can be booked again. 

• If the car is locked, it will eventually be unlocked 
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Conclusion 

• Reading the source code and the scenarios 

• Agreeing on a representation  

• Risk analysis feedback  
• We were able to detect some risks on the system 

• Car still open after the session ends 

• Car is locked and can not be unlocked  

• UPPAAL was used only for feasibility analysis and prototyping 

• Further work:  
• Another language or tool is to be provided  due to UPPAAL limitations 
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