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Objective

Design and evaluate a new multi-paradigm security
modeling approach and its engineering framework
(engineering process and tooling) allowing the
specification, formalization and analysis of secure
hardware and software architectures.




Context
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¥ e
Systems are Secure-by-Design
becoming New
increasingly vulnerabilities

complex

Security as a Security as a
technical critial issue

subject addressed
considered at > > early in design
the cycle

implementation

process
New interactions,
Increasing use of uses, Large number
digital systems requirements and of attacks

technologies
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Innovative nature of the project

Design secure systems

The path to designing secure
systems is long
Need federated approach

(Different levels of abstraction
and viewpoints)

Going beyond a simple mix of
solutions !

Using different modeling and
programming formalisms

(Multiparadigm) ‘O'
’ \

We want to

Using a unifying framework
(Specification, Formalization, Analysis)

No unifying framework for the

multiple languages E

Create a unifying framework
(Specification, Formalization,

Analysis) that supports: y’

That is applicable in real
cases

Technology transfer has a
significantly lower efficiency

outside limited test facilities n

Reusability of the approach
(Separate between l
specification and analysis) U

7’ \

Develop reference experiments

to affirm the applicability and l
usefulness in real cases O



CELLULAR

Used for voies, texy, and data senvices

PR by Comlll redid netwoil Carrers

BLUETDOTH TECHMOLOGY

Parsonal area natworking used for file

sharing and linking peripheral devices

Example — A Smart Phone or a Family of Smart Phones

NEAR-FIELD COMMUNICATION (NFC)

Used for kow data rate transfers, smart card

ermulation, and reading RFID tags

SUBSCRIBER IDENTITY MODULE (S1M)

Hemovaile hardwarne Woken prosedang data

storage and cellular access

BIOMETRIC AUTHENTICATION

U=ed (o scan fingerpeinis o unlosk
the devica

Fo !
Wi-Fi
oAl ared networking used fon ecess 1)
connected resources of the Intenmat
o, -
I !
SECURE DIGITAL (5D) CARD
F o Lisad for additional storage Capacity o
transierming data belwesn devices
Ty -
GLOBAL POSITIONING SYSTEM (GPS)
User of orbating satellites to detesmine the
preographic location of the devicd
.
o !
POWER SYNCHRONIZATION CABLE
Wired connection wsed for charging smd
exchanfng data with a computa
- !

LS

ENVIRONMEMNTAL SENS0RS

Usead for & wide range of inguf including precige

MraEatede, B CONIMMS, and SCreen DNgniness
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Example — A Smart Phone or a Family of Smart Phones

Security Requirements according to:

Requirements for OEM regarding Smartphone Security (bund.de)

(defined by the German Federal Office for Information Security)

Maintainability
Access Control
Integrity
Privacy
Authorization
Resilience to Attacks
Immunity
Availability
Confidentiality

R PP PR WL 0NN

Location Privacy


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/requirements/Requirements-Smartphones.pdf?__blob=publicationFile&v=2

Example — A Smart Phone or a Family of Smart Phones

The main
security
criteria in this
domain are:

Requirements
from the
Document:



Security Requirements Specification

( )
Requirements
Specification
Templates
~ J
|
[ I | I
( N\
Template of :AF{;;EESE/O
Kamalrudin et al. ppr Mazo et al.[3] ACE [4] Gellish [5]
[1] Requirements
Syntax)[2]
~ J

[1] Kamalrudin, Massila & Mustafa, Nuridawati & Sidek, Safiah. (2018). A Template for Writing Security Requirements. 10.1007/978-981-10-7796-8_6.

[2] A. Mavin, P. Wilkinson, A. Harwood and M. Novak, "Easy Approach to Requirements Syntax (EARS)," 2009 17th IEEE International Requirements
Engineering Conference, 2009, pp. 317-322, doi: 10.1109/RE.2009.9.

[3] 1 Mazo, Raul & Jaramillo, Carlos & Vallejo, Paola & Medina, Jhon. (2020). Towards a new template for the specification of requirements in semi-structured
natural language. Journal of Software Engineering Research and Development. 8. 3. 10.5753/jserd.2020.473.

[4] Fuchs, Norbert E., et Rolf. Schwitter. « Attempto Controlled English (ACE).» CLAW 96: proceedings of the First International Workshop on Controlled
Language Applications. 1996.

[5] van Renssen, Andries. (2011). Modeling of Textual Requirements in a Gellish Universal Database.. 102-115.



Security Requirements Specification

Mazo et al. template [1]

e || <Condition N AS BEFORE/AFTER/
or event> POSSIBLE DURING <Event>

v

THEN " AS EARLY/ LATE
B AS POSSIBLE
” ¢ “ ) E\Bnt>
WHILE — >
<Activation —>
state> N
DURING

<Time <Time
1 > interval> unit>
— — v ¢ Are there conditions?
> —> —> 1 > No <Quantity> ¥ <Frequency>
IN |} <Included g B —> — g e
CASE feature> $

Y
i N N - esj EVENTUALLY
| , L |

INCLUDED ¥ Il <Quantity>
| ) (')m’(“i L»{ <Condition> AS CLOSE AS
—> N ) POSSIBLE TO
AFTER — <Frequency>
BEFORE <Behavor> |- " — )
AS SOON >
AS

[1] Mazo, Raul & Jaramillo, Carlos & Vallejo, Paola & Medina, Jhon. (2020). Towards a new template for the specification of requirements in semi-structured
natural language. Journal of Software Engineering Research and Development. 8. 3. 10.5753/jserd.2020.473.



Security Requirements Specification

Mazo et al. template [1]

Reql: The <Cellular Interface>g gom or part name <ShOUID>
<confidentiality by Radio Canal Ciphering Algorithms >

Req?: The <H.SE>sy§tgm or part name
storlng security critical data >

<ensu re>process verb <d ata >object

additional object information

<should> <ensure> | o verp <data> <integrity by

priority object

additional object information

Reqg3: < When the bootloader is unlocked >
<should>

information

conditipn The <App PI:OCESSOF>System or part name
oriority SENSUIe> | o o verp <data> .. . <privacy by deleting user data>

additional object

Req5: <All new devices>, ... <should> ;... <ensure> , <availability of data>

) process ver <by
having the latest OS at release.>

object
additional info

[1] Mazo, Raul & Jaramillo, Carlos & Vallejo, Paola & Medina, Jhon. (2020). Towards a new template for the specification of requirements in semi-structured
natural language. Journal of Software Engineering Research and Development. 8. 3. 10.5753/jserd.2020.473.



Security Requirements Specification

Mazo et al. template[1]

Advantages Disadvantages

Requirements Specification Security Criteria considered as additional object info.

Applies to a family of systems and auto-adaptive
systems

[1] Mazo, Raul & Jaramillo, Carlos & Vallejo, Paola & Medina, Jhon. (2020). Towards a new template for the specification of requirements in semi-structured 11
natural language. Journal of Software Engineering Research and Development. 8. 3. 10.5753/jserd.2020.473.



Security Requirements Formalization

Security Requirements Formalization

Security Requirements
Formalization

Verify/Simulate Security . Identify Attack
Goal: Requirements RIS [R5 Surfaces
Method: : ; Modeling to
SﬁﬁgézﬁnRef::eurgegzs Threat Modeling Identify Attack
& rangtiag Surfaces

o ©
) I Ll +
O - o (8} = w = )] < E © >
9 8 % %8) I % 7 Q2% <>E X 3 = = § 5T _ §§§
n - [e5) 0 D & n Dfog 5 Zg @) ®)] = = © © 5 ‘= oo
= S = -5 == Q @] = G o = © e vc ., >0 m
> = 3 v O S 2 o g n< © ol o P37
- > o S S » S = < T =2
) N 5 — o o
"= = T

Languages/Methodologies



Security Analysis

y N
Security
Analysis
Approach
\ J
| |
Yy A Yy N Yy N
Dolev-Yao MTD (Moving
attack Dagger|[2] Target
model[1] Defense)[3]
\. v, . V. . V.

[1]Cervesato, lliano. (2001). The Dolev-Yao Intruder is the Most Powerful Attacker

[2]Peterson, Elisha. (2016). Dagger: Modeling and visualization for mission impact situation awareness. 25-30. 10.1109/MILCOM.2016.7795296.
[3]Lei, Cheng & Zhang, Hong-Qi & Jinglei, Tan & Zhang, Yu-Chen & Liu, Xiao-Hu. (2018). Moving Target Defense Techniques: A Survey. Security and
Communication Networks. 2018. 1-25. 10.1155/2018/3759626.



Security Requirements Specification

SECRET : Template based on the new template for the specification of
requirements in semi-structured natural language

e Metadata °
WHE o Priorit IVersio
n

ID Risk
N Y

Y
I <Condition
or event>
/\
EARLY/AS
THE LATE AS
N ' POSSIR
I
: <Objec
se
I >
\
|
T
. |

AS BEFORE/AF
POSSIBLE TER/DURIN

MANY/FE <Objects>

IF AND | [Conditiol
ONLY IF

> ¥
1
1
IAFTER) 0 i . > > {
S
1 : el SV
BEFOR| |, [<Behavio :
r> U

1
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‘ s D
| 1
| 1
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:. AS <Freque
i POSSIBLE 4
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Security Requirements Specification

SECRET : Template based on the new template for the specification of
requirements in semi-structured natural language

Problem Space

F ________________________
| e Metadata °
\WHE o - Priorit] Risk Versi

15 ;

v
<Condition
IF
I or event>

AS BEFORE/AF

MANY/FE <Objects>

T

POSSIBLE TER/DURIN

I

|

I

I < -ECLI

| e *

I 53 lp o <Object
INCLUDH] » = ‘ N N G

I - -

I <B>

I

|

I

ONLYIF[® n>

AS CLOSE
AS
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=
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Security Requirements Specification

SECRET : Template based on the new template for the specification of
requirements in semi-structured natural language

Domain specification ’ \

AS

e ) POSSIBLE

Domain & applications specification

(5 0
e © o | 6 o
I -l i -, g B N
S O B | e R E

Criteria> 4
T
'
\
Hl AS EARLY/AS
y B {2
o I: | f POSSIBLE
! <Additional il
g g cPicct N
datails> '
|

1
'
1
IYes| —
'

! 1
'

0
i

'

{IF AND) |
;DNL‘P‘ <Condition> |}
IF !

+

Application specification

i <Objects/
Assels>




Security Requirements Specification

SECRET : Template based on the new template for the specification of
requirements in semi-structured natural language —

Creating a microservice for text suggestion based on SECRET

C . o
‘ Typed Text ‘\ Typed Text . N ! A - _?_ECRI?Tt
- > emplate
QTI}—{"? ) A Q l A < .-ﬁ-. - Ontology
Suggested Text Suggested Text P Q
90109



Security Requirements Specification

SECRET : Template based on the new template for the specification of
requirements in semi-structured natural language —

Creating a microservice for text suggestion based on SECRET

o _ Domain Security
Application Security :
_ Requirements Description
Requirements
Status £
SecurityRequirement I If
Draft Draft v When
Req1 -1 SecurityRequirement )
High Draft While
The system Description Reql -1 During
High In Case
The system undefined
After
P Before
shall As soon as
should All
could Some
will

Those



Security Requirements Specifica

Ontology of Security Criteria
V2




Security Requirements Specification

tology of Security Criteria — Proof of Concept
Writing Requirements Without the Typology (4 requirements only):

Reqgl: The <Cellular Interface>

system or system part <ShOUId>priority <ensure>process verb <conf|dent|aI|ty>
of <data>

<by Radio Canal Ciphering Algorithms>

criteria asset to protect

Req2 The <HSE>system or system part <ShOU|d>
to protect <by storing security critical data>

security mechanism

<eNSUre>, ;.. verb <INtegrity>

priority security criteria

security mechanism

of <data>

security

asset



Security Requirements Specification

Ontology of Security Criteria

— Proof of Concept
Keep Confidentiality

+

The criteria that contribute to it (all of them)

Break loops with repetitive criteria

||||||||||




Security Requirements Specification

Ontology of Security Criteria — Proof of Concept
Writing Requirements With the Ontology:

Reql: The <Cellular Interface>Systerrj or system part <shc?uld>|oriorit‘y <ensure>, . . verp <CONfidentiality> ...
of <data> <by Radio Canal Ciphering Algorithms>_, v mechanism

criteria

. Reql.1: The <Cellular Interface> ¢ or system part <Should>

control> of <data> asset to protect e >security mechanism

asset to protect

priority <ensur‘e>process verb <access

security criteria

. Reql.2: The <Cellular Interface>; ¢ or system part <ShOUI> 1 <ensure>

<aUthorlzatlon> Of <users> asset to protect <oen >security mechanism

process verb

security criteria

<ensure> , <integrity> of <data>

Reqz: The <HSE>SyStem or System part <ShOU|d>prI0rlty process ver

<by storing security critical data>

security criteria asset

to protect security mechanism



Security Requirements Specification

Ontology of Security Criteria
API of Security Criteria Ontology — Web Interface:

A web interface is created to simplify the step of ontology evaluation for experts:

React

NodelS Proxy
- Add CORSto
Response

- JAX-RS

- SPARQL-JENA
- JWT

- Ontology



Security Requirements Specification

Ontology of Security Criteria
API of Security Criteria Ontology — Web Interface:

A web interface is created to simplify the step of ontology evaluation for experts:

SECUR'TY CRITER'A ONTOLOGY Home About Use Ontology Visualizer Feedback

Use Ontology

. o
What is your domain? SmartPhones

- Get the security

What we know about your

mechanisms of securlly criteria... ( AUTHENTICATION )( INTEGRITY )( CONFIDENTIALITY )( IDENTIFICATION )
security criteria ( NONREPUDIATION )
in a domain

You have chosen Authentication

. e ~ ™
What would you like to know? E\ SECURITY MECHANISMS /]l E\ ADDITIONAL CRITERIA /3

What we know about your

secuty mecnanis.. Lo ucomon
Lovonc s R recn e Jl irss comon o R v J o s sacovnon
24




Security Requirements Specification

Ontology of Security Criteria

API| of Security Criteria Ontology — Web Interface:

A web interface is created to simplify the step of ontology evaluation for experts:

- Getthe
suggested
criteria of
security criteria
in a domain

Use Ontology

What is your domain?

What we know about your
security criteria...

You have chosen
What would you like to know?

What additional criteria?

Additional criteria that precede
Authentication

( AUTHENTICATION )|

[ SECURITY MECHANISMS | (
\ J A\

SmartPhones

INTEGRITY

) ( CONFIDENTIALITY |

IDENTIFICATION )

|  NONREPUDIATION |

Authentication

ADDITIONAL CRITERIA \
/

| IDENTIFICATION )

None

None




Security Requirements Specification

Ontology of Security Criteria
API of Security Criteria Ontology — Web Interface:

A web interface is created to simplify the step of ontology evaluation for experts:

Criteria Tree

Security Mechanisms:

Get the tree of

additional
security criteria

Example: If you
need
confidentiality,
then it is advised
that you define
sub-requirement
with the
immunity, access
control ...
security criteria.




Security Requirements Formalization

SERENA

Soyer et al. Example

TransmitData

PredictFlooding

OrganizeNetwork

CalculateFlowRate

k XOR rocessing At Y Accuracy /[« Alert
->< e

MeasureDepth

A\ N

Soft influences express required levels of softgoal
satisfaction for a particular context variable value.
They are soft in the sense that it may prove impossible
to satisfy them for all possible values.

Bluetooth ~ »---- Ct: SI1 «
Stes W - Low
XOR o —— "~/ Energy
WiEi e Efficiency 4

" CZiBT ++ HealthOfBattery
.4 High, Low
FHTopology SI2 {Hig )
: A
XOR C3: Faul > Normal
FHT+ SPT- Tolerance ++

SPTopology s I3 StateOfRiver
++ {Normal, Alert,

C4: A Emergency E ﬂcy}

SingleNodeP ' .-~"J SNP++ DP-- Prediction 9

\4

Distributed === .. C5: S14
Processing DP++ SNP -




Security Requirements Formalization

Context has:
Frequency if global for all data collection points

S E R E N A ContextLevels

DataCollectionGroups (According to the sensor or data needed) that have:

Example . Frequency if not global in context
. Data Collection Points that have:
. Location
. Frequency if not global in context or DataCollectionGroup
Goal {é:p’aratlnrallzat.\\%:r} Vulnerability \%ua:?/s\/ Claim l‘.l".‘.l Soft Goal Context = Da'faé:%llz:ton

Intentional Threat
FrequencyType: Global/Point Normal{WaterLevel:0-5;Wind:0-
20}, Alert{WaterLevel=5-10;Wind:20-

nﬁcam 4}4
/
Frequency: 1 sample/hour 40}Emergency{WaterL evel-10-50-Wind-40-100}

aring key,
\V/ Normal{WaterLevel:0-5,Wind:0-
20} Aleri{WaterLevel=5-10;Wind:20- City
4D}Emergency{WaterLevel-10-50:Wind:40-100}

4

arbitrary code ' H
T execution H - o i
encryption MindSensors |

/G(DCP)

Dgta ‘-" ";
i 1 \
p N | BT=wWFss | —> Confidentiality
{ Bluetooth / \ D/
TransmiiData XOR m
o owiR / \
y / c2 \ Integrity
— | BTeswFs | —
[ . | Alert
-
PredictFlooding f \
v f \ st
unsecured public .' c3 '.
wireless network Data in clear { o \
f BT- WF+ | b “_Fault Tolerance
T .' | \ - Emergency
C4 p= -Energy Efficiency”
BT++ WF- e
M
Folder —+
asswords Encrypn?




Security Requirements Formalization

SERENA

Example in VariaMos

FrequencyType:{Context}

Frequency:{1}

ContextLevels:{\WaterLevel:{Normal:0-5,Alert:5-

KeyWermcation

1 1
i | River
! |
\ Lpcgtion {nang Location:{middie}!
. i
]
W ' WateArl evelSensars N
! .
I ]
I 1
I ' :
. Frequency:{} 1
U
avgipts)
A
RiverState
{Normal Alert Emergency}

ctFlood

C1 —> ‘“confidentiality<’ <++—

Bluetooth

_F -

/ WiFi

10,Emergency:10+}}

DEP

Location:{left}

1

1

1

1

1

1

1

1

1 Wi &
: WindSpeed
1

1

1

1

1

1

1

1



Security Requirements Formalization

SERENA

Security Criteria Diagram (Like asset diagram in CORAS)?

Confidentiality ¢————» Privacy

Let the user add the goals they need then use the ontology in a risk mode

(For example, the user needs confidentiality and privacy in the system. If a threat
denies (to a certain level) confidentiality, it also denies privacy with a level that
depends on the relationship defined between confidentiality and privacy in the
ontology (level of confidentiality denial divided by the level of relationship).
Another idea: suggest additional security criteria?



Security Requirements Formalization

SERENA
Security Criteria Diagram (Like asset diagram in CORAS)?
Q A B 4L @ Ky

31



Security Requirements Formalization

SERENA
Risk Diagram Suggestion

C‘_;peraticlr‘alizatil:l_ri wulne rability

Soft Goal

Intentional Threat

arbitrary code

3 exe cutiomn
encryption

R

Bluetooth

Wil

T

unsecured public
wireless network

Data inm clear

MITRA
FRATTRA

A MITM attack that exploits the
weaker encryption vulnerability in
Bluetooth causes complete denial
of confidentiality

Confidentiality

Imtegritw

Faull Tolerance

Energy Efficiency



Security Requirements Formalization

SERENA
Risk Diagram Suggestion

Bluetooth

Propierties



Security Requirements Formalization

SERENA

Treatment Diagram Suggestion

f:'; perationalizati ciir‘,

%m

“Wiulnerability

Soft Goal 4uk

Intentional Threat

aring kewy

1

Confidentiality

Energy Efficiency

arbitrary code
execution

~ ]

unsecured public
wireless ne twwror!

Data in clear

PATTM
MAITHRA

Integrity

Mahwvare

Fault Tolerance

Verification for pairing key mitigates MITM
attack that exploits the weaker encryption
vulnerability in Bluetooth. It causes complete
improvement of confidentiality but has slight
denial of energy efficiency

(Mechanisms from the ontology?)



Security Requirements Formalization

SERENA

Treatment Diagram Suggestion

a A B L @&

paie Threat Soft Goal
PAITI ~ I I I I

35



Security Analysis

1- Concrete Syntax —

SERENA Using Variamos Graphical Definition of L
the Language (JSON) w
1- Abstract Syntax — " et
Language definition (([ - (
(Elements &
Relationships & ; e ot

Restrictions) (JSON)

Upload

"el "Goal(G,[SGs],[0OPs],Card)": {

ements": {

"minizinc": [ | d
"type":"var 0..1", U p O a
"value"

3-Semantic Syntax —

VARIA

2- SERENA Model

How is the language
translated (JSON).
Example: How to
translate a
SecureKAOS model
into minizinc code.

l Translator

Variamos Model JSON + (minizi
Semantic Definition JSON +

Name of the model + Type of ——
the model (domain or

application)

1-Ilwantto
create a new
language!

2- | want to
create a
model using
this language!
3- I want to
analyze the
model |
created

Minizinc
code of
the

model
36



Security Analysis

SERENA Using Variamos

predictFlooding — Untitled Project
File Edit MiniZinc View Help

\_I E ‘i‘ db ‘ . ‘\ . Solver configuration: ?

Gecode 6.3.0 ~

New model Open Save Copy Cut Redo  Shift left Shift right Run Show configuration editor  Show

predictFlooding.mzn [

63 Integrity=(TDIntegrity+ONIntegrity) div 2;
64 FaultTolerance= (TDFaultTolerance+ONFaultTolerance)div 2;
65 TotNFR=Confidentiality+Integrity+FaultTolerance;

(14

67 WaterLevel= (sum(p in DataCollectionPoints where Point Group[p]==WaterLevelSensors) (PointlLevel(p])) (count (p in DataCollectionPoints)
(Point_ Group[p]==WaterLevelSensors));
68 WindSpeed= (sum(p in DataCollectionPoints where Point Group|[p]==WindSpeedSensors) (PointLevel[p])) div (count(p in DataCollectionPoints

(Point_Group[p]==WindSpeedSensors));
69
70
71
72 StateQfTheRiver = if (WaterLevel<=5 /\ WindSpeed<=20)then normal
73elseif ((WaterLevel>5 /\ WaterLevel<=10) \/ (WindSpeed>20 /\ WindSpeed<=40))then alert
74elseif (WaterLevel>10 \/ WindSpeed>40) then emergency else emergency endif;

Qutput

Hide all | | dzn

PredictFlooding = 1;
TransmitData = 1;
OrganizeNetwork = 1;
WiFi = true;
“BlueTootim = Talse;
FHTopology = true;
SPTopology = false;
TDConfidentiality = 3;
TDIntegrity = 2;
TDFaultTolerance = 4;
ONConfidentiality = 2;
ONIntegrity = 4:
ONFaultTolerance = 4;

Cl = true;
C2 = true;
C3 = true;
C4 = true;
C5 = true;

Cé = true;




