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* Overview of a compiler. intputs, outputs.

* Configuration: everything that isn't code. opti options, obfuscation pipeline, seeds...


Context

LLVM Compilation and passes
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* Pass: transformation on the program. examples later

* source + conf determine the passes pipeline

User can defined his own passes

LLVM IR: internal representation used inside the compiler by the passes to perform transformations.
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* Pass: transformation on the program. examples later

* source + conf determine the passes pipeline

User can defined his own passes

LLVM IR: internal representation used inside the compiler by the passes to perform transformations.


Motivations

Use-case: Debug
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Outils existants insuffisants pour trouver et corriger ce type de bugs
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Outils existants insuffisants pour trouver et corriger ce type de bugs


Motivations

Traceability

0 Backward traceability : the story of instructions,
from the produced binary to the source code
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* Ce qui vient d'être présenté avec le use-case du debug

* Mehdi -> le cas de la complation de modèles IA et mieux maitriser le processus de compil

* Certification


Motivations
Traceability

0 Backward traceability : the story of instructions,
from the produced binary to the source code

Forward traceability : the story of instructions, from
the source code to the produced binary


* Ce qui vient d'être présenté avec le use-case du debug

* Mehdi -> le cas de la complation de modèles IA et mieux maitriser le processus de compil

* Certification


Goals
Traceability

Traceability inside compilers

» Create a traceability framework

» Not dedicated to a specific usage
» Implemented in LLVM, but designed with a global approach


Merge dans LLVM a terme


Goals
Traceability

Traceability inside compilers

» Create a traceability framework

» Not dedicated to a specific usage
» Implemented in LLVM, but designed with a global approach

Trace is optional

» Enable and disable it on demand

» Partial traces are still useful

» No need to implement trace features in every compiler pass to
produce useful data


Merge dans LLVM a terme
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Definitions of Traceability

In software engineering

The degree to which a relationship can be established between two or
more products of the development process [...J'

'Ravensteijn, “Visual Traceability across Dynamic Ordered Hierarchies”.
LITIE
Ibid.


* especially products having a predecessor-successor or mastersubordinate relationship to one another.


Definitions of Traceability

In software engineering

The degree to which a relationship can be established between two or
more products of the development process [...J'

Outside of software engineering

The ability to verify the history, location, or application of an item by
means of documented recorded identification. |[...J°

!Ravensteijn, “Visual Traceability across Dynamic Ordered Hierarchies”.
2L
Ibid.


* especially products having a predecessor-successor or mastersubordinate relationship to one another.


Existing trace model

Tracea?

TracingElement
attnbutes
-name : String Agent
-creationDate : EString " = attrbutes
-modificationDate | EString agents -description : String
-deletionDate : EString

Ll.\

Isourcehrtefacts
ftargetArtefacts
’J—‘. -
. |, Jsources -
arg B3 Trace
| Artefact I operations
+getCu-nﬁdence(} double
1 ] [
*r 1t o * firstLevel |* fracelinks
source
ArtefactFragment I1 tar_gei + TraceLink
= gl . aperations b
+getConfidence() : double gt

subfragments

|Leaﬂ'raoeLink I |llodeTraceLinl( }
0.1

3Batot, Cabot, and Gérard, “(Not) Yet Another Metamodel For
Traceability”
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* trace d'une transformations, sujet courant en ingé dirigée par les modèles

* Modèle 2021, cherche à convenir aux plus d'usages

* Artefacts et Trace links : deux éléments intéréssants


Existing trace model

TEAP*

Operation

consumes 1.7
Artefact produces
1.
source
* target
|| Trace Link generates

*Paige et al., “Building model-driven engineering traceability classifications”.

B. MATEU

ility of the compilation process

21/03/2023

12 /17


* Traceability Elicitation and Analysis Process

* Opérations

* Cardinalité différentes


Trace specification

Existing concepts

» Artefacts: The IR at a given stage of the compilation process

» Trace links: Called events in my case


A specific action (emph {Value} creation, replacement, deletion...)


Trace specification

Existing concepts

» Artefacts: The IR at a given stage of the compilation process

» Trace links: Called events in my case

Instant: Timeline information

» Has a start and an end
» Describes a time window of the compilation process
» Can be nested


A specific action (emph {Value} creation, replacement, deletion...)


3 ¢ Implementation
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Trace monitor

The trace API
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done inside LLVM


Trace monitor
The trace API

» Inside LLVMCore
» API to register Instants and Events

» Accessible from anywhere

' Compiler i
E Trace E
' Monitor !
— i
- Source ' Compiler ' Binar
- Config ! pipeline ! Y



Trace monitor
The trace API

Integration with LLVM codebase

» Modifications to LLVM APIs to use trace instants and events

» New events and instants types can be created to enrich the

trace
Compiler T \.
E Trace E
' Monitor !
— i
- Source ' Compiler ' Binar
- Config ! pipeline ! Y



Trace monitor
The trace API

Serializer

» No pre-analysis is done by the serializer

» Easily parseable by external tools

' Compiler N
E Trace Trace E
! Monitor Serializer '
— i
- Source ' Compiler ' Binar
- Config ! pipeline ' y


* json fixed for now but could change


Trace monitor
The trace API

Serializer

» No pre-analysis is done by the serializer

» Easily parseable by external tools

' Compiler i
E Trace Trace i Trace
' Monitor Serializer '
— i
- Source ' Compiler ' Binar
- Config ! pipeline ! Y


* json fixed for now but could change


Trace monitor
The trace API

Link with the binary

» Binary and Trace are separate artifacts

» Each Value is uniquely identified in the trace

' Compiler i
E Trace Trace i Trace
' Monitor Serializer '
— i
- Source ' Compiler ' Binar
- Config ! pipeline ! Y



Using the trace

-0x8 (%rbp) , sed1 Event: creation of
name: %20 = sub i32 %13, -809137532
operands: ['0', '57'
opcode: sub

0x555555555140 <fib> in instants ['ModuleToFunctionPassAdaptor"
<fib+105> %eax, -0xc (%rbp)
<fib+108>
<fib+111>
<fib+117>

‘InstructionsSubstitution']
Event: creation of 59
name: %21 = add i32 %20, %19
: ['58', ‘']
$0x3fd1606¢, %edi
0x555555555140 <fib>

in instan

add
ts ['ModuleToFunctionPassAdaptor’, ‘InstructionsSubstitution'

Event: creation of 74
S name: <badref> = add i32 %18, %17
%ecx, seax 8 , e
$oxcfc58a84, seax
%eax, -0x4 (%rbp) in instants ['BogusControlFlow
0x2e3e (%rip) ,%rax
(%rax), %eax Event: delete of
0x2€39(%rip) ,srex name: delete
in instants []
<fib+174>
<fib+177>
<fib+180> $0x0, %eax

0x5555555551c8
continuing.

=<optimized out>)

Breakpoint 2, fib
(gdb) N

ebug




Summary

Trace Model

» Flexible and on-going process
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Conclusion + questions ?


Trace Model

» Flexible and on-going process

Implementation

» Limited to the middle-end for now


Conclusion + questions ?


Summary

Trace Model

» Flexible and on-going process

Implementation

» Limited to the middle-end for now

» GDB integration
» Future automated tools



Conclusion + questions ?
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Costs

Lua 886kB source, 300kB compiled
Options -00 -01 -02 -03
. Clang-14 1.16 3.81 4.24 4.42
time (s)
Clang-15 patched 17.00 22.36 23.44 23.70
Trace size (MB) 5.80 4351  48.53 50.04
keepassxc 9.3MB source, 6.9MB compiled
Options -00 -01 -02 -03
time (s) Clang-14 32755 37196 377.75 384.157
Clang-15 patched  6302.95 7790.97 7721.80
Trace size (MB) 38 250
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explain why these programs have been chosen and what they are


LLVM Metamodel
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