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ASSIGNMENT PRESENTATION

a) Subject introduction

Thesis subject "Model-Based Security Consistency Management for
Complex Systems”

Objectives:
Assessing a system's level of security
Enabling co-evolution between system deployed artifacts and design models

Internship:
System: Open-source java project
Model: Security Data Flow Diagram (secDFD)
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ASSIGNMENT PRESENTATION
b) Context/State of the art

Security in the early stages of development

Context :
Model-Driven Software Engineering (MDSE)

Benefits :
Early flaw detection
Production cost savings
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ASSIGNMENT PRESENTATION
b) Context/State of the art

Security modelling 6. secret  Cache po—
0. secret 1. path 5. data Data flow y,
: 3]
Context : 2. node
Data Flow Diagram “Entity
. Data Store
OS/User

Figure 2: DFD extract for "Eclipse Secure Storage" (Source[6])

IMT Atlantique STICC

Bretagne-Pays de la Loire PE]S Analysis and management of the co-evolution of systems and their security 19/09/2024
Ecole Mines-Télécom

VYV 4@




ASSIGNMENT PRESENTATION
b) Context/State of the art

Security mOde"ing 6. secret Cache Legend
0. secret . path ~ 5. data Data flow y,
Adjustment: 2. node
Security Data Flow Diagram Entity
. . Data Store
Benefits: 05/ User
SeCU nty re|f|Cat|On Figure 2: DFD extract for "Eclipse Secure Storage" (Source[6])
Enab“ng traceabmty Plugin 6. secret: C Cache Lagand
. data: C A::; :;T;m
Drawbacks: S
Com plexity DCONTRACT >
“Entity
Dsiuser Data Store
Lﬁiqule @_ST'CC Figure 3 : Extrait de secDFD correspondant a "Eclipse Secure Storage" (Source[6])
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ASSIGNMENT PRESENTATION
b) Context/State of the art

Consistency

Problem:
Model and code divergence

Solutions:
Links between model and code
Co-evolution by change detection and propagation
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ASSIGNMENT PRESENTATION
b) Context/State of the art

Automation

Constraints:
Short DevSecOps cycles

Solution: automation
Links between model and code
Security level assessment

Maintaining consistency

10]IUO

Analyse

Potential requirements :
Standardisation

Figure 4 : DevSecOps representation
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ASSIGNMENT PRESENTATION

c) Mission evolution

Objective
Reproduce a semi-automatic model-

_ _ _ FlowDroid 2]
code consistency checking solution
Introduce the detection and meh%ysis
propagation of modifications SecurityChecks &
ContractVerification 2 |
DataFlow &] ProcessingContracts £] CryptoContracts 8]
Solution to be reproduced: K. Tuma 3
et al. "Checking security compliance ek s B G ——
” ec Mapping
between models and code” [6] T | T

Figure 5: Solution architecture (Source[6])
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ARCHITECTURE AND IMPLEMENTATION

a) Tools
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Figure 6: Spoon structural elements metamodel (Source[3])
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ARCHITECTURE AND IMPLEMENTATION

a) Tools

Xtext/EMF

EPackage . | _EClassifier
Usage 2:&1:|58ttnr:?ﬁ I eClassifiers m——
Xtext: (domain-specific)Language i
eSuperTypes
workbench gt

EClass EDatatype

=MF: Meta-modeling SOWEmOL Bookeen

eReferenceType ——
. eAttributeType
B e n efl tS « | eStructuralFeatures

EStructuralFeature

Read textual ‘.secdfd’ files mame: Siring

lowerBound: int

Change detection 'EHF erBound: nt

Large compatibility

EReference EAttribute

containment: boolean

eOpposite
0.1

Drawbacks : T S —
Learning curve
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ARCHITECTURE AND IMPLEMENTATION

a) Tools

Model
Merging
(EML)

Epsilon

U Sag e : extends uses for matching
v !
MOdeI management MZM FPattern Model Code Model Model

Transformation Matching comparison generation validation migration Pinset

(ETL) (EPL) (ECL) (EGL) (EVL) (Flock)
| | | | | | ‘

B e n efi tS : extends extendq preprocessed into extends extends extends

E M F CO m pati bi I ity Epsilon Object |Language- (EOL)

Re ifi Cati O n ACCEesses mcldelz through
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— 1 [

Eclipse Modeling MATLAB XML Excel PTC Integrity csy
Framework (EMF) Simulink Speadsheets Modeller
Figure 8: Epsilon's overall structure (Source[1])
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ARCHITECTURE AND IMPLEMENTATION
b) Architecture

Java Code
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Figure 9: Solution architecture
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Thanks for your attention!
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