
3

speaker series PhD schools MOOCssecurity research

Enhancing cybersecurity 
using Digital Twin and AI
How to conceive DT for cybersecurity and predict attacks?

Hugo BOURREAU
hugo.bourreau@cyberCNI.fr



Hugo BOURREAU, Marc-Oliver PAHL, Fabien DAGNAT, Fehmi JAAFAR | cyberCNI.fr

Why Digital Twin?

The concept “Digital Twin” is a hybrid of multiple 
previously existing technologies.

Modelization Monitoring Infrastructure

Fig 1: Roots of Digital Twin
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Why Digital Twin?

Digital Twins target enhancing their capacity to …

InsightsRealism Prediction

Fig 2: Advantages of Digital Twin
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Context
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Who Am I?

ISEN Nantes
Engineering 

degree

UQAC
Double degree, 

master in 
computer science

On Securing the Communication in IoT 
Infrastructure using Elliptic Curve 

Cryptography

Interested in 
research

First conference
paper in 2022



Hugo BOURREAU, Marc-Oliver PAHL, Fabien DAGNAT, Fehmi JAAFAR | cyberCNI.fr

PhD settings

Industrial Partners
EDF - Airbus

PhD Started in 
June 2024

Cotutelle
France - Canada

ST
A

R
T 2025 20262024 2027 2028

June June

IMT IMTUQAC

You are 
here

IMTUQAC in-person
meeting

online 
meeting



Hugo BOURREAU, Marc-Oliver PAHL, Fabien DAGNAT, Fehmi JAAFAR | cyberCNI.fr

Supervisors

Marc-Oliver PAHL
IMT Atlantique

Chaire Cyber CNI

Fabien DAGNAT
IMT Atlantique

Fehmi JAAFAR
UQAC

Chaire CybPro

Software safety 
and security

Autonomous 
management of 

IoT cybersecurity

IoT and 
cybersecurity



4

Definition
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Digital Twin definition

Physical
System

Digital
System

Data flow

Data/command 
flow

Fig 3: Digital Twin core principle
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Digital Twin definition
Digital Twin scale

Asset twin Process twinSystem twinComponent twin

Fig 4: Digital Twin scale
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Digital Twin definition
Digital Twin temporal stage

Fig 5: States of a Digital Twin
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Main issue
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Digital Twin starts to be famous since 2018 but 
cybersecurity is rarely employed with it

13

Why Digital Twin for cybersecurity?
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Research questions

14

Why Digital Twin for cybersecurity?

RQ1 Why researchers and practitioners using DTs rather than other 
cybersecurity solutions?

RQ2 What makes a DT different for cybersecurity than other areas?

RQ3 What are the current research areas concerning DTs?

RQ4 How is the impact of DTs on cybersecurity measured?
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Research questions - With AI

15

Why Digital Twin for cybersecurity?

RQ* How can artificial intelligence be integrated with digital twins to 
predict and detect security threats?

RQ* What types of AI models are most effective for detecting anomalies 
in a digital twin?
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Litterature
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SLR Methodology

Fig 6: SLR Methodology
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SLR Methodology

Python script to parse literature
Publicly accessible on GitHub1

__________
1: https://github.com/SkYiMlTo/dt4sec_survey_slr

https://github.com/SkYiMlTo/dt4sec_survey_slr


Hugo BOURREAU, Marc-Oliver PAHL, Fabien DAGNAT, Fehmi JAAFAR | cyberCNI.fr 19

Reference architecture

Fig 7: Reference architecture
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Other surveys

Fig 8: Other surveys about Digital Twin
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Other surveys

Fig 9: Other surveys about Digital Twin
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Other surveys

Fig 10: Other surveys about Digital Twin

RQ2
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Other surveys

Fig 11: Existing tools for DT

RQ2
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Implementations classification

Fig 12: Classification DT implementation for CPS

RQ3
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Implementations classification

Fig 12: Classification DT implementation for CPS
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Implementations classification

Fig 13: Classification of AI and attacks for DT

Fig 14: Comparison of implementations

RQ*
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To continue

Relevant implementations

Internal functioning of DT

Classification

Architecture
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Current work
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Current work

Conception of Digital Twin

Process of creation

Analysis and predictions

Aspect 1

Aspect 2

Aspect 3
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Digital Twin conception

IoT
AI

Industry 4.0
Fig 11: Topics of my research
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Current work

Digital Twin for cybersecurity

Not cybersecurity of digital twin
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Digital Twin conception

Reference system

32
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Goal A

Goal B

Reference system Goal C

Digital Twin conception

Detect ransomware

Detect network threats
Predict optimized firewall rules

Detect conveyor belt anomaly
Predict next impacted network neighbors

33
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Goal A

Goal B

Reference system Goal C

Digital Twin conception
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SWAT

Dynamic 
and 

real-time 
model

Physical system Digital Twin
Cybersecurity POV

Industrial POV

Digital Twin conception

35
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Dynamic 
and 

real-time 
model

Physical system Digital Twin

Predict 
production issue Reroute traffic 

if possible

Adapt 
production rate

Cybersecurity POV

SWAT

Digital Twin conception

36
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Dynamic 
and 

real-time 
model

Physical system Digital Twin

Predict 
production issue Reroute traffic 

if possible

Adapt 
production rate

Detect anomaly or 
attack

Predict next impacted 
components

Change firewall 
settings

SWAT

Digital Twin conception
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Référence
system

Feat 1

Feat 2

Feat 3

Feat 4

Feat 5

Feat 6

Industrial DT

Cybersecurity 
DT

Requirements 
definition

Feature 
selection

Digital Twin conception
Feature selection

Fig 12: Feature Selection process
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Process of creation

39
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Human world Implementation 
independent

Physical world Implementation 
specific

40

Process of creation
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Identify the relevant use cases
Define the useful features
Define objectives and scenarios

Identify the sensors
Security layers
Components we want to modelize
Do we use AI? What is the purpose?

Needs

Hardware

41

Process of creation
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What is the expected behavior?
structured analysis and design technique (SADT)
Failure Mode, Effects & Criticality Analysis (FMECA)

Risk assessment on technology used
Durability over time

Expected 
comportments

Connection

42

Process of creation
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Which data is required
Define data objectives according to use case
Conceptual data flow

Data storage
Data encryption
Data Communication

Data 
conceptualisation

Data processing

43

Process of creation
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Human world Implementation 
independent

Physical world Implementation 
dependent

Convergence

44

Process of creation
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Maturity

Fig 13: Level of twinning

45

Process of creation
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Prediction aspects

Why Digital Twin predictions?
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Prediction aspects

● Scenario simulation
● Risk analysis
● Replay attacks
● Attack impact and limitation
● Early threat detection
● Proactive defense
● Cascading effects
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Prediction aspects

● Scenario simulation
● Risk analysis
● Replay attacks
● Attack impact and limitation
● Early threat detection
● Proactive defense
● Cascading effects
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Prediction aspects

How does Digital Twin predict?
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Prediction aspects

Learning Methods
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Prediction aspects

Learning Methods

__________
1: J. Luzzi, R. Naha, A. Arulappan and A. Mahanti, "SoK: A Holistic View of Cyberattacks Prediction with Digital Twins," 2024 Second International Conference on Emerging Trends in Information Technology 
and Engineering (ICETITE), Vellore, India, 2024, pp. 1-7, doi: 10.1109/ic-ETITE58242.2024.10493514.

Dataset Feature extraction
Probabilistic methods
Statistical methods
Sequence of action

Alerts correlation

Prediction methods based on [1]
UNSW-NB15

Labelled network 
attacks

CICIDS2017
Intrusion detection 

evaluation
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Results
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Interesting directions

Results

DT modelization between industry and 
cybersecurity ?

Prediction aspect of the DT for anomaly 
detection

Direction 1

Direction 2
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Timeline
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Timeline

ECW CTF challenge

DT attack prediction

ST
A

R
T 2025 20262024

Survey about DT for cybersecurity

State of the Art

RESSI 2025

ECW CTF DT challenge?

Detect kind of cyber attack from side channels

SWAT or HITL Modelisation

Radio 
emission

Present a paper for C&ESAR 2025
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Thesis challenges
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Goals

Developing a metric for the realism of a DT.

Using DTs for more comprehensive risk analysis.

Using DTs for simulating side-channel 
measurements for better attack detection.

Goal 1

Goal 2

Goal 3
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Experimentation with Digital Twin

58
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Consequence prediction

SWAT

Cyber-physical system

Aim:

Target:

Context:

Definition
Experimentation with Digital Twin

59
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Use cases
Experimentation with Digital Twin

Fig 15: Use cases parameters

60

Schema based on Singapore 
University of technology and 
design presentation1

__________
1: https://itrust.sutd.edu.sg/itrust-labs-home/itrust-labs_swat/

https://itrust.sutd.edu.sg/itrust-labs-home/itrust-labs_swat/
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Use cases

Infrastructure 
parameters

Attack 
parameters FIXED

Experimentation with Digital Twin

Fig 16: Use cases parameters
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Resilience when Denial of Service

Resilience when there is a Ransomware

Advices about getting a representative dataset 
of attacks

Use case 1:

Use case 2:

What is required:

Use cases - Attacks
Experimentation with Digital Twin

62
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Pump (SWAT)

Controller (SWAT)

Use case 1:

Use case 2:

Use cases - Infrastructure
Experimentation with Digital Twin
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Implement a Digital Twin for the SWAT system 
targeting attack consequence prediction

Go further and modify the model to side channels 
for more complex attack monitoring and attack 
consequence prediction

Project 1

Project 2

64

Projects
Experimentation with Digital Twin
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Next Steps



Hugo BOURREAU, Marc-Oliver PAHL, Fabien DAGNAT, Fehmi JAAFAR | cyberCNI.fr

Next steps
Short term

Attend RESSI

Send my paper for C&ESAR 2025

Finish my survey

Objective 1

Objective 2

Objective 3
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Next Steps
Long term

Create a DT challenge for ECW

Implement a SWAT System

Detect and predict cyber attacks based on side 
channel

Objective 1

Objective 2

Objective 3
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Open Issues
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Issues

How to standardize DT conception and 
development?

How to measure DT impact in a system rather 
than traditional methods?

Issue 1

Issue 2
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Summary
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My presentation in a nutshell

Most important 
slide (screenshot)

2nd most 
important slide

3rd most important 
slide

4th most 
important slide


