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Supervisors

My supervisors are M. Salvador MARTINEZ, M. Jean-Christophe BACH
and M. Fabien DAGNAT.

The thesis started on 1st January 2025.
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• Intellectual curiosity, rigor, taste for new technologies.
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Conceptual and Methodological Anchors

• [Caplat 2008, Modèles et métamodèles],

• [Aho et al. 2014, Compilers: principles, techniques, and tools],
• [Daniel 2016, Software Abstractions],
• [Matulevičius 2017, Fundamentals of Secure System Modelling],
• [Brambilla, Cabot, and Wimmer 2017, Model-Driven Software
Engineering in Practice],

• [Wąsowski and Berger 2023, Domain-Specific Languages].
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Subject



Title

"Security Consistency Management for Complex Systems"

(fr) "Gestion de la cohérence de la sécurité pour les
systèmes complexes"
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Example

• [Avionics 2025, Avionics],

• Medical Information Systems (IS),
• Large organizations IS c.f. (Google, Thales, etc.).
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Avionics

• • [Cheminat 2013, Un chercheur pirate un avion avec une application
Android],

• [Wei 2013, Hackers Probably Can’t Hijack an Airplane with
Software],

• [Wu et al. 2020, “Spoofing and Anti-Spoofing Technologies of
Global Navigation Satellite System”].

• • [Kirby 2015, Boeing, IFE experts hit back at hacker claims in FBI
report],

• [Gibbs 2015, “Aviation experts dispute hacker’s claim he seized
control of airliner mid-flight”],

• [Levin and Strohm 2015, “Man’s Claims of Hacking Plane
Discredited by Law Enforcement”],

• [Zetter 2015, “Feds Say That Banned Researcher Commandeered a
Plane”].
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Large organizations

• [brutecat 2025, Leaking the email of any YouTube user for
$10,000]
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Questions?
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State Of The Art

• DSML:

• Tuma, Scandariato, Widman, et al. (2018), Tuma, Scandariato, and
Balliu (2019), Tuma, Sion, et al. (2020), Tuma, S. Peldszus, et al.
(2023).

• Holistic:

• S. Peldszus, Kulcsar, and Lochau (2015), S. Peldszus, Kulcsár, et al.
(2016), S. Peldszus, Kulcsár, et al. (2018), S. Peldszus, Bürger, Kehrer,
et al. (2021), S. M. Peldszus (2022), S. Peldszus, Bürger, and Jürjens
(2023),

• Jürjens (2010), S. Peldszus, Bürger, and Jürjens (2024).

• Conceptual shift:

• Guérin et al. (2021), Meier (2023), Guérin (2023).
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• Next steps:

• Reproducibility of past results.

• Perspectives:

• A formal system for federation.
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Backup slides



Definitions

Figure 1: Information Systems Security Risk Management (ISSRM) domain
model from Matulevičius (2017)
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